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2.2

In integer arithmetic, we use a set and a few
operations You are familiar with this set and the
correspondingoperations,but they are reviewedhere
to createa backgroundfor modular arithmetic.

Topics discussed:in:this-section:
2.1.1 Set of Integers

2.1.2 Binary Operations

2.1.3 Integer Division

2.1.4 Divisibility




i 2.1.1 Set of Integers

The set of integers, denotedby Z, contains all integral
numbers (with no fraction) from negative infinity to
positiveinfinity (Figure 2.1).

Figure 2.1 The set of integers

Z=1{. .. ,-2.-1,0,1,2, . .}




2.4

‘L 2.1.2 Binary Operations

In cryptography, we are interested in three binary
operations applied to the set of integers A binary
operationtakestwo inputs and createsone output.

Figure 2.2 Three binary operations for the set of integers

Z=1{...,-2.-1,0,1,2, ...}

a b

I

+ — X \Operation
ic

Z={. ..,-2,-1,0,1,2, .. .}




2.1.2 Continued

The following showsthe results of the three binary operations
on two integers. Becauseeachinput can be either positive or
negative,we can havefour casedor eachoperation.

Add: 5+9=14 (=5)+9 =4 5+ (=9) = —4 (=5) + (=9) = —14
Subtract: 5-9=—-4 (=5)—9=—14 5-(-9)= 14 (=5) — (=9) = +4
Multiply: 5x9=45 (=5) x 9 = —45 5x(=9)=—45  (=5)x (=9)=45
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2.6

i 2.1.3 Integer Division

In integerarithmetic, if wedividea by n, wecan getq
And r . The relationship betweenthesefour integerscan
beshownas

a=qxn+r
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,-| 2.1.3 Continued

Assumethat a = 255and n = 11. Wecanfind g=23and R =2
using the division algorithm.

Figure 2.3 Example 2.2, finding the quotient and the remainder

23 < ¢

n———> 11 255 «<—a
22

35
33

2 «<—r



2.1.3 Continued
Figure 2.4 Division algorithm for integers

Z=1{...,-2,-1,0,1,2, . . .}
ia

n aA=(gxn-+r I > r
(positive) (nonnegative)

i
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| 2.1.3 Continued

When we usea computer or a calculator, r and q are negative
when a is negative How can we apply the restriction that r
needsto be positive? The solution is simple, we decrementthe

value of q by 1 and we add the value of n to r to make it
positive.

—255=(23x11)+ (-2) & —235=(24x%x11) + 9

29



‘L 2.1.4 Divisbility

If ais not zeroandwelet r = 0 In the division relation,
weget

a=qxn

If the remainderis zero, g |n

If theremainderis notzero, g4 n

2.10



2.1.4 Continued
Example 2.4

a. The integer 4 dividesthe integer 32 because32=8 x 4. We
showthis as

4132

b. The number 8 doesnot divide the number 42 because
42 =5 x 8 + 2. There is a remainder, the number 2, in the
equation. We showthis as

3142

211
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2.1.4 Continued
Properties

Property 1:
Property 2:
Property 3:

Property 4:

If a1, then a = £1.

If alb and bla, then a = b.
If alb and b|c, then alc.

If alb and ajc, then

allm x b +n xc), wherem
and n are arbitrary integers



| 2.1.4 Continued

a. We have 13|78, 7|98, —6(24, 4|44, and 11|(-=33).

b. We have 13427, 7450, -6423,4+41, and 114 (=-32).

2.13



2.1.4 Continued
Example 2.6

a. Since 3|15 and 15]45,
according to the third property, 3|45.

b. Since 3|15 and 319,

according to the tourth property,
3[(15 x 2+ 9 x4), which means 3|66.
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2.1.4 Continued

‘ NoteI

Fact 1: The integer 1 has only one
divisor, itself.

Fact 2. Any positive integer has at least

two divisors, 1 and itself (but it
can have more).
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2.1.4 Continued
Figure 2.6 Common divisors of two integers

Divisors of 140 Divisor of 12

Common Divisors
of 140 and 12
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i 2.1.4 Continued

‘ Notel Greatest Common Divisor

The greatest common divisor of two
positive integers Is the largest integer
that can divide both integers.

‘ NO’[EI Euclidean Algorithm

Fact 1. gcd (a,0) =a
Fact 2: gcd (a, b) =gcd (b, r), wherer is
the remainder of dividing a by b

2.17



2.1.4 Continued
Figure 2.7 Euclidean Algorithm

rn=ar=b— r ri<—a, ry<b; (Initialization)
,;/4,;/4 while (7, > 0)
7”1 p—>» r {
. . q <1/ 1
7 rzb 0 Foern—qgxn;
ﬁﬁ 'y €Ty, Iy<—T;
r 0 h
ged (a,b)=r ged (a, b) «—ry
a. Process b. Algorithm

‘ NO'[EI

When gcd (a, b) =1, we say thataand b
are relatively prime.
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i 2.1.4 Continued

‘ NoteI

When gcd (a, b) =1, we say thataand b
are relatively prime.
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| 2.1.4 Continued

Find the greatestcommondivisor of 2740and 176Q

Solution

We havegcd (2740 1760 = 20.
q vy > r
| 2740 1760 980
| 1760 980 780
| 980 780 200
3 780 200 180
| 200 180 20
9 180 20 0

20 0
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2.1.4 Continued
Example 2.8

Find the greatestcommondivisor of 25 and 60.

Solution
We havegcd (25, 65) = 5.

q I Iy r

0 25 60 25

2 60 25 10

2 25 10

2 10 5 0
S 0
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2.1.4 Continued

Extended Euclidean Algorithm
Given two integers a and b, we often needto find other two
integers,sand t, suchthat

sXa+txb=gcd (a, b)

The extendedEuclidean algorithm can calculate the gcd (a, b)
and at the sametime calculatethe value of sand .
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2.1.4 Continued

Figure 2.8.a Extended Euclidean algorithm, part a

ged (a,b)=r

= e e —

a. Process
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2.1.4 Continued

Figure 2.8.b Extended Euclidean algorithm, part b

ry < a, ry «— b;

sp < 1; S5 «— 0; (Imitialization)
t; < 0; I < 1;
while (7, > 0)

{

q <1/ 1y

Fe—F—qX71y; _
1m4n (Updating 7’s)

Fi<=I, n<r,;

S—S$1—qXSy; _
17475 (Updating s’s)

S]1 ¢ Sy; Sy« 5;

[ tl —qXx 12, .
(Updating #’s)
W1, Hh< 1

}

ged(a,b)«r;; s<s;; 1< 1

b. Algorithm
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2.1.4 Continued
Example 2.9

Given a = 161 and b = 28, find gcd (a, b) and the valuesof s
andt.

Solution
We getgcd (161,28)=7,s=T71andt=6.

2.25



| 2.1.4 Continued
U

Given a= 17 and b = 0, find gcd (a, b) and the valuesof s
andt.

Solution
We getgcd (17,0)=17,s=1,andt=0.

q ry I> r A Ay, A t] 12 !
17 O 1 0 0 1
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| 2.1.4 Continued

Given a = 0 and b = 45, find gcd (a, b) and the valuesof s
andt.

Solution
We getgcd (0, 45) =45,s=0,andt = 1.

q Iy > r Ay A, A tj f2 !
0 1 0 | 0

0O | 1
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2.28

The division relationship (a = g x n + r) discussedn
the previoussectionhas two inputs (a and n) and two
outputs (g and r). In modular arithmetic, we are
interestedn only one of the outputs,the remainderr.



2.2.1 Modulo Operator

The modulo operatoris shownas mod The secondinput
(n) is called the modulus The output r Is called the

residue

Figure 2.9 Division algorithm and modulo operator

Z={. ..,-2,-1,0,1,2, .. .}

la

n—» a=qgxn+tr IRelation
(positive)

L

q ¥ (nonnegative)

2.29

Z={. . .,-2,-1,0,1,2, .. .}
la
n—->y mod Operator
(positive)

r (nonnegative)



| 2.1.4 Continued

Find the result of the following operations

a. 27mod5 b. 36 mod 12
c. 118 mod 14 d. T7mod10
Solution

a. Dividing 27 by 5 results inr = 2
b. Dividing 36 by 12 resultsiinr = 0.

C . Divii ‘dicenig o =1 81 42.y.Alf 4t "erre saudl d
modulusr = 10
d. Diviidiongon -7 by 10 result

modul-us to 17, r = 3.

2.30



i 2.2.2 Set of Residues

The result of the modulo operation with modulus n Is
always an integer between O and n-1. The modulo
operation createsa set, which in modular arithmetic is
referredto asthe setof leastresiduesmodulon, or Z,..

Figure 2.10 Some Z, sets

Z,={0,1,2,3 ..., #n-1)}

Z,={0,1}| |Z,=140,1,2.3,4,5}| |Z;,={0,1,2,3,4,5,6,7,8,9,10 }
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i 2.2.3 Congruence

In cryptography,we often usethe conceptof congruence
iInstead of equality To show that two integers are
congruent,we usethe congruenceoperator( [ ). We add
the phrase(mod n) to the right side of the congruenceto
define the value of modulus that makesthe relationship

valid. For example wewrite:

2 =12 (mod 10) 13 =23 (mod 10)
3=8 (mod 5) 8 =13 (mod 5)

2.32



2.2.3 Continued

Figure 2.11 Concept of congruence

10 mod 10 mod 10 mod 10 mod

!

L, y={0...2...9}

8 =2 =12 = 22 (mod 10)

Congruence Relationship
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| 2.2.3 Continued

We use modular arithmetic in our daily life; for example, we
usea clock to measuretime. Our clock systemusesmodulo 12
arithmetic. However, instead of a 0 we usethe number 12.
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i 2.2.4 Operation in Z

The three binary operationsthat we discussedor the set
Z can alsobedefinedfor the setZn. The result may need
to bemappedo Zn using the modoperatot

Figure 2.13 Binary operations in Z

Z or Z,

Operations

(a+b)ymod n=c
l (a—b)mod n=c

(axb)ymod n=c

Z,={0,1,2 ..., (n—1)}
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2.2.4 Continued
Example 2.16

Perform the following operations (the inputs comefrom Zn):
a.Add 7to 14in Z15.

b. Subtract 11 from 7 in Z13.

c. Multiply: 11 by 7 in Z20.

Solution

(14+7)mod 15 — (21) mod 15=6
(7—11)mod 13 — (—4) mod 13=9
(7%X11)mod20 — (77) mod20=17

2.36
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2.2.4 Continued

Properties

First Property:
Second Property:
Third Property:

(a+ b) mod n
(a —b) mod n
(a X b) mod n

(¢ mod n) + (b mod n)

[(a mod n) — (b mod n)]

(¢ mod n) X (b mod n)]

mod n
mod n

mod n



2.2.4 Continued

Figure 2.14 Properties of mode operator

Z or Z,

a b
n—>» mod mod n
a mod n b mod n
+ — X

g :

Z={0,12 ..., (-1} Z=10,12 ..., (n—1)

a. Original process b. Applying properties
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2.2.4 Continued
Example 2.18

The following showsthe application of the aboveproperties:
1.(1,723345+ 2,124945 mod 11=(8+9) mod 11=6
2.(1,72334571 2,124945 mod 16=(8T1T 9) mod 11=10

3.(1,723345x 2,124,945 mod 16 = (8 x 9) mod 11=6
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2.2.5 Inverses

When we are working in modular arithmetic, we often need
to find the inverse of a number relative to an operation. We
are normally looking for an additive inverse (relative to an
addition operation) or a multiplicative inverse (relative to a
multiplication: operation).

2.43



2.2.5 Continue

Additive Inverse
In Z,, two numbers a and b are additive inverses of each
other if

a+ b=0 (mod n)

‘ NOtEI

In modular arithmetic, each integer has
an additive inverse. The sum of an
Integer and its additive inverse Is

congruent to O modulo n.
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| 2.2.5 Continued

versepairs in Z10.

Solution

The six pairs of additive inversesare (0, 0), (1, 9), (2, 8), (3, 7),
(4, 6), and (5, 5).
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