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UNIT-II

Modular Arithmetic and 

Cryptography
Part I: Modular Arithmetic 
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2-1   INTEGER ARITHMETIC

In integer arithmetic, we use a set and a few

operations. You are familiar with this set and the

correspondingoperations,but they are reviewedhere

to createa backgroundfor modulararithmetic.

2.1.1 Set of Integers

2.1.2 Binary Operations

2.1.3 Integer Division

2.1.4 Divisibility

Topics discussed in this section:
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The set of integers, denotedby Z, contains all integral

numbers (with no fraction) from negative infinity to

positiveinfinity (Figure 2.1).

2.1.1  Set of Integers

Figure 2.1  The set of integers
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In cryptography, we are interested in three binary

operations applied to the set of integers. A binary

operationtakestwo inputsandcreatesoneoutput.

2.1.2  Binary Operations

Figure 2.2  Three binary operations for the set of integers



2.5

Example 2.1

2.1.2 Continued

The following showsthe results of the three binary operations

on two integers. Becauseeachinput can be either positive or

negative,we canhavefour casesfor eachoperation.
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In integerarithmetic, if wedividea byn, wecan getq

And r . The relationship betweenthesefour integerscan

beshownas

2.1.3  Integer Division

a = q × n + r
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Assumethat a = 255 and n = 11. We can find q = 23 and R = 2

using thedivisionalgorithm.

2.1.3  Continued

Figure 2.3  Example 2.2, finding the quotient and the remainder

Example 2.2
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2.1.3  Continued
Figure 2.4 Division algorithm for integers
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Example 2.3

2.1.3   Continued

When we usea computer or a calculator, r and q are negative

when a is negative. How can we apply the restriction that r

needsto be positive?The solution is simple,we decrementthe

value of q by 1 and we add the value of n to r to make it

positive.
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If a is not zeroand we let r = 0 in the division relation,

weget

2.1.4  Divisbility

a = q × n

If the remainderis zero,

If the remainderis not zero,
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Example 2.4

2.1.4   Continued

a. The integer 4 divides the integer 32 because32 = 8 × 4. We

showthis as

b. The number 8 doesnot divide the number 42because

42 = 5 × 8 + 2. There is a remainder, the number 2, in the

equation. We showthis as
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Properties

2.1.4   Continued

Property 1: if a|1, then a = ±1.

Property 2: if a|b and b|a, then a = ±b.

Property 3: if a|b and b|c, then a|c.

Property 4: if a|b and a|c, then 

a|(m × b + n × c), where m

and n are arbitrary integers
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Example 2.5

2.1.4   Continued
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Example 2.6

2.1.4   Continued
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2.1.4   Continued

Fact 1: The integer 1 has only one

divisor, itself.

Fact 2: Any positive integer has at least 

two divisors, 1 and itself (but it

can have more).

Note
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2.1.4   Continued
Figure 2.6  Common divisors of two integers
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Euclidean Algorithm

2.1.4   Continued

Fact 1: gcd (a, 0) = a

Fact 2: gcd (a, b) = gcd (b, r), where r is

the remainder of dividing a by b

The greatest common divisor of two 

positive integers is the largest integer 

that can divide both integers.

Greatest Common Divisor

Note

Note
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2.1.4   Continued
Figure 2.7  Euclidean Algorithm

When gcd (a, b) = 1, we say that a and b 

are relatively prime.

Note
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2.1.4   Continued

When gcd (a, b) = 1, we say that a and b 

are relatively prime.

Note
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Example 2.7

2.1.4   Continued

Find the greatestcommondivisor of 2740and 1760.

We havegcd (2740, 1760) = 20.

Solution
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Example 2.8

2.1.4   Continued

Find the greatestcommondivisor of 25and 60.

We havegcd (25, 65) = 5.

Solution



2.22

Extended Euclidean Algorithm

2.1.4   Continued

Given two integers a and b, we often need to find other two

integers,s and t, suchthat

The extendedEuclidean algorithm can calculatethe gcd (a, b)

and at the sametime calculatethe valueof s and t.
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2.1.4   Continued
Figure 2.8.a  Extended Euclidean algorithm, part a
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2.1.4   Continued
Figure 2.8.b  Extended Euclidean algorithm, part b
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Example 2.9

2.1.4   Continued

Given a = 161 and b = 28, find gcd (a, b) and the valuesof s

and t.

We get gcd (161, 28) = 7, s =ī1 and t = 6.

Solution
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Example 2.10

2.1.4   Continued

Given a = 17 and b = 0, find gcd (a, b) and the values of s

and t.

We get gcd (17, 0) = 17, s = 1, and t = 0.

Solution
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Example 2.11

2.1.4   Continued

Given a = 0 and b = 45, find gcd (a, b) and the values of s

and t.

We get gcd (0, 45) = 45, s = 0, and t = 1.

Solution
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2-2   MODULAR ARITHMETIC

The division relationship (a = q × n + r) discussedin

the previoussectionhas two inputs (a and n) and two

outputs (q and r). In modular arithmetic, we are

interestedin only oneof theoutputs,the remainderr.
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The modulo operatoris shownas mod. The secondinput

(n) is called the modulus. The output r is called the

residue.

2.2.1  Modulo Operator

Figure 2.9  Division algorithm and modulo operator
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Example 2.14

2.1.4   Continued

Find the result of the following operations:

a. 27mod 5 b. 36mod 12

c. ī18mod 14 d. ī7 mod 10

a. Dividing 27 by 5 results in r = 2

b. Dividing 36 by 12 results in r = 0. 

c.   Dividing ī18 by 14 results in r = ī4. After adding the 

modulus r = 10

d.   Dividing ī7 by 10 results in r = ī7. After adding the 

modulus to ī7, r = 3. 

Solution
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The result of the modulo operation with modulus n is

always an integer between 0 and n-1. The modulo

operation createsa set, which in modular arithmetic is

referredto asthesetof leastresiduesmodulon, or Zn.

2.2.2  Set of Residues

Figure 2.10  Some Zn sets
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In cryptography,we often usethe conceptof congruence

instead of equality. To show that two integers are

congruent,we usethe congruenceoperator( ſ). We add

the phrase(mod n) to the right sideof the congruenceto

define the value of modulus that makesthe relationship

valid. For example,wewrite:

2.2.3  Congruence
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2.2.3  Continued
Figure 2.11  Concept of congruence
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Example 2.15

2.2.3   Continued

We usemodular arithmetic in our daily life; for example,we

usea clock to measuretime. Our clock systemusesmodulo 12

arithmetic . However, insteadof a 0 we usethe number 12.
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The three binary operationsthat we discussedfor the set

Z can alsobedefinedfor the setZn. The result mayneed

to bemappedto Zn using themodoperator.

2.2.4  Operation in Zn

Figure 2.13  Binary operations in Zn
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Example 2.16

2.2.4   Continued

Perform the following operations(the inputs comefrom Zn):

a. Add 7 to 14 in Z15.

b. Subtract 11 from 7 in Z13.

c. Multiply 11by 7 in Z20.

Solution
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Properties

2.2.4   Continued
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2.2.4   Continued
Figure 2.14  Properties of mode operator
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Example 2.18

2.2.4   Continued

The following showsthe application of the aboveproperties:

1. (1,723,345+ 2,124,945) mod 11= (8 + 9) mod 11= 6

2. (1,723,345ī2,124,945) mod 16= (8ī9) mod 11= 10

3. (1,723,345× 2,124,945) mod 16= (8 × 9) mod 11= 6
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2.2.5   Inverses

When we are working in modular arithmetic, we often need

to find the inverse of a number relative to an operation. We

are normally looking for an additive inverse (relative to an

addition operation) or a multiplicative inverse (relative to a

multiplication operation).
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2.2.5   Continue

In Zn, two numbers a and b are additive inverses of each

other if

Additive Inverse

In modular arithmetic, each integer has 

an additive inverse. The sum of an 

integer and its additive inverse is 

congruent to 0 modulo n.

Note
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Example 2.21

2.2.5   Continued

Find all additive inversepairs in Z10.

Solution

The six pairs of additive inversesare (0, 0), (1, 9), (2, 8), (3, 7),

(4, 6), and (5, 5).


